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Introduction

Test Configuration

H.323 is known for quite complex signaling, high connection set-up latencies,
and implementation difficulties. In addition, compliance by implementers is
usually limited to a subset of H.323’s functionality. Despite these shortcomings
H.323 is widely implemented and is a common method for Voice over IP
transport. H.323 is potentially the primary common denominator for all VoIP.

The inability to connect is the simple result of some failure in a very complex
process of protocol exchanges. H.323 defines several protocol exchange stages
between the terminals, gateways, and gatekeepers before an audio connection
can be established. Furthermore, H.323 signaling messages have dynamically
assigned transport addresses which make it difficult to identify and correlate
them. This information has to be extracted out of previous signaling messages.

This paper highlights the potential signaling problems during connection setup
and how to identify them. It will show the information to look for in specific
signaling messages and how to identify subsequent messages.

To simplify the discussion and to focus on the most common problems, we will
work with a simple test scenario. Figure 1 shows two H.323 gateways that are
connected to the same gatekeeper through an IP network such as a LAN. Both
gateways belong to the same gatekeeper management domain or zone. We will
focus on the protocol exchange on the IP side; interworking between the
telephone network and IP signaling is not discussed. Since the scenario
described focuses on the IP side, we would see the same messages as if there
were end-user terminals such as PCs running Microsoft® NetMeeting instead of
the gateways.

H.323 over IP

Gatekeeper

Monitor
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Monitor
Point GW1
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Figure 1. - Reference Configuration Point GK

Some conventions:

e The tests described are based on H.323 version 2.

e Multicast connections and Multicast Control Units are not discussed.

e Expressions in italics are message or field names used in the ITU-T
Recommendations.

Figure 2 depicts the protocols defined in H.323 and how they are carried over
IP. The protocols highlighted in blue are discussed in this paper.
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Figure 2. H.323 Protocol Stack

H.323 has defined several protocol exchange stages between the terminals,
gateways, and gatekeepers before an audio connection can be established. In
order to set up a connection between the two terminals, the steps in Figure 3
have to be performed successfully:

Gatekeeper Discovery H.225-RAS
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v
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Figure 3. H.323 Connection and Session Setup



Gatekeeper Discovery
and Registration

For gatekeeper discovery and registration, the gateway uses H.225-RAS
signaling. The RAS signaling channel is opened before any of the other channels
between gateways are established, and is independent from the H.245 control
channel.

When a gateway first connects to the network, it needs to register with a
gatekeeper. This can be done manually or automatically. In our example, we
assume it is done automatically. After the gateway successfully discovers its
gatekeeper, it then joins this particular gatekeeper zone by informing the
gatekeeper of its IP address and related alias addresses. These alias addresses
can be phone numbers (E.164 address), names, or Internet addresses.

A successful discovery and registration process is shown in Figure 4:
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Figure 4. H.225-RAS - Auto discovery and registration



Correlation of the Messages

When monitoring an H.323 Voice over IP link, one of the challenges is to

identify which responses belong to which requests. The following table shows

the information necessary to identify messages that belong to a particular

protocol exchange. For each message, the table shows:

e “Identification Information” - the information contained in an earlier message
that can be used to identify the current message.

e “Correlation Information” - the information contained in the current message

that is needed to correlate later messages.

Message Identification Information Correlation Information
from previous messages for later messages
GRQ Gatekeeper IP Discovery * Gateway RAS Address™*

Gatekeeper Request

Multicast Address 224.0.1.41,
UDP Port 1718

® Request Sequence Number

GCF
Gatekeeper Confirmation

GRQ message
* Gateway RAS Address™*
® Request Sequence Number

® gatekeeper RAS Address™*

RRQ e Either Gatekeeper UDP ® Request Sequence Number
Registration Request Discovery Multicast Address™* * Gateway RAS Address*
224.0.1.41, Port 1719 ® Gateway Call Signal Address*
* Or GCF message - gatekeeper
RAS Address*
RCF RR(Q) message * Gateway End-Point I[dentifier

Registration Confirmation

* Gateway RAS Address™*
® Request Sequence Number

® gatekeeper Call Signal
Address*

*IP address and UDP port number

1.1 Problem Identification Gatekeeper Discovery and Registration

Several problems may arise that prevent the gateway from registering:
e The gatekeeper does not reply.
e The gatekeeper rejects the registration.

In the first case, the gatekeeper either did not receive the request or did not

confirm the request. Some of the reasons might be:

e LAN or IP connectivity problems.
e Incorrect configuration of the gatekeeper Discovery Multicast IP Address and

port number in the gateway or gatekeeper.
e Packet loss - H.225-RAS messages are send via UDP, an unreliable transport

mechanism.




Call Setup

The simplest way to check connectivity is to send a ping to the IP address of the
Gatekeeper. This validates both its address and the ability to connect to it.

The second reason the gateway cannot register (i.e. the gatekeeper rejects the
registration attempt) can be determined by looking at the Reject Reason field in
the Gatekeeper Reject message and Registration Reject message. Connecting a
protocol analyzer to the gateway connection (monitor point GW1) and
gatekeeper connection (monitor point GW2) allows you to monitor the link and
to analyze the messages that are exchanged.
¢ In the case of Gatekeeper Reject message and Registration Reject message,
examples are:
- The gateway has no permission to join this zone based on the IP address
submitted.
- The gateway has a different version of the H.323 protocol than is
supported by the gatekeeper and is therefore not able to join.
¢ In the case of the Registration Reject message, examples are:
- Invalid H.225 call signaling address.
- The gateway submitted H.225 RAS address is invalid.
- The gateway submitted an H.225 call signaling address that is invalid.
- The gateway uses an alias already registered to another gateway.
- The gatekeeper does not support this particular gateway type.

Further Information

More detailed information can be obtained form the ITU-T Recommendations:
e H.323 - Chapter 6.2.9, 7.1, 7.2, 8.1
e [1.225 - Chapter 7.6 - 7.11, Appendix IV.1

H.225.0 call signaling is used to establish a connection between two gateways.
In this example, we will use the gatekeeper “Routed Call Signaling”. In this
method, all H.225 signaling messages are routed via the gatekeeper to the
gateways. Another method is “Direct gateway Call Signaling” as described in
H.225. In this case, the H.225 signal messages are exchanged directly between
the gateways after having received admission from the gatekeeper for this
particular connection setup procedure. A successful call set up is shown in the
next figure.
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Figure 5. H.225-RAS - Gatekeeper Routed Call Signaling




Call Setup Message
Correlation

Problem Identification
Call Setup

The following table shows the information necessary to identify messages that
belong to a particular protocol exchange.

H.225 Message

Identification Information
from previous messages

Message Information

For later message correlation

RAS ARQ * GCF message - gatekeeper RAS ® Request Sequence Number
Admission Address* * Gateway End point Identifier
Request ° RCF message - End-Point * Gateway RAS Address*
Identifier ® Call Reference Value
RAS ACF AR(Q message * Gatekeeper Destination Call
Admission * Gateway RAS Address* Stgnaling Address*
Confirmation ® Request Sequence Number
Q931 Setup 1 - * ACFmessage - gatekeeper e Call Reference Value 1 Gateway 1
Gateway 1 to Destination Call Signaling information, all optional:
gatekeeper Address* * £.164 Calling party number
* ARQ) message Call Reference ® H.245 Address*
Value 1 ® Source Address* (H.323 alias
Address*
Q931 Setup 2 - * RRQ message - Gateway 2 e Call Reference Value 2
gatekeeper to Call Signaling Address* * Gateway 1 H.245 Address*
Gateway 2 Optional Setup 1 message:
eGateway 1 E.164 Calling party
number
o Gateway 1 H.245 Address™*
* Gateway 1 Source Address*
(H.323 alias Address*)
Q931 All other H225 | eACF message - gatekeeper ® H.245 Address*
Call Destination Call Signaling
signaling Address*
messages * ARQ message Call Reference
destined to Value 1 when Gateway 1 source
gatekeeper ® Setup message 2 Call Reference
Value 2 when Gateway 2 source
All other H.225 | e Different values depending ® H.245 Address*
Call signaling whether sent to Gateway 1 or 2
messages * RRQ) message - Gateway Call
destined to Stgnaling Address*
Gateway ® Setup message Call Reference
Value

* |P address and UDP port number for RAS or TCP port number for .931 messages

The following problems may arise:

A) Admission is rejected.

Instead of receiving an Admission Confirmation message the gatekeeper

replies with an Admission Reject message. This can be caused by:

e The called party is not registered with this gatekeeper zone or a remote
gatekeeper zone to which the local gatekeeper has access.

e There is no bandwidth available.

e The calling gateway is not registered.

e The calling gateway is no longer registered with the gatekeeper.

e [nvalid calling gateway Endpoint identifier.

The Admission Reject message has the same identification information as

described for the Admission Confirmation message. The Admission Reject

message contains a field called Reject Reason that provides the cause for the

rejection.

B) No Call Proceeding message. The Call Proceeding message is optional.
C) No Alerting message received. Alerting indicates that at the far end

“phone” is ringing. Not every vendor might implement this because the H.225
Recommendation states in one chapter as mandatory and in another as optional.



Initial Communications and
Capability Exchange

D) Release complete is received after setup was sent. Release complete
indicates that the call could not be completed. The Release Complete message
indicates the reason in its Release Complete Reason field:

e Bandwidth taken away or Admission Request denied.

e Gatekeeper, gateway, or network resources exhausted.

e No transport path to destination.

e Called party rejected call.

e Called gateway’s gatekeeper rejected.

e Called gateway cannot reach gatekeeper for Admission Request.
e Bad address format.

Release Complete message indicates the reason in its Release Complete Reason
field:

e Bandwidth taken away or Admission Request denied.

e Gatekeeper, gateway, or network resources exhausted.

e No transport path to destination.

e Called party rejected call.

e Called gateway'’s gatekeeper rejected.

e Called gateway cannot reach gatekeeper for Admission Request.

e Bad address format.

E) Calling gateway does not react to Connect message.

The most likely cause is that the Q.931 “Setup timer” expired. This timer defines
how long the calling gateway shall wait for Alert, Call Proceeding, and Connect
messages. The timer is usually set to 4 seconds. If the timer expires the first
time, the Setup is sent again. If it expires the second time, the call is cleared in
the gateway call reference table and no further messages are sent.

Another timer is the Q.931 “establishment timer” which defines how long the
calling gateway shall wait for the called gateway to respond. When the connect
message is not received within 4 minutes after Alerting message is received, the
call is cleared.

Further Information

More detailed information can be obtained form the ITU-T Recommendations:
e H.323 - Chapter 6.2.10, 7.3 - 7.5, 8.1

e [1.225 - Chapter 7.1 - 7.5

° Q.931

After the connection is successfully established, end-to-end control messages
are exchanged that determine the operation of the H.323 gateways. In our
example, H.245 signaling is established between the two gateways directly.
H.323 also allows the messages to be forwarded via the gatekeeper.

For each of the calls established using H.225 there is one H.245 control channel. This
control channel is carried on logical channel 0. This channel is open during the entire
call and does not need to be opened or closed the way that other channels are.

In this step, we consider two procedures:

e Master slave determination. This is used to avoid two gateways initiating
similar events simultaneously.

e Capability exchange. This is used to ensure that the two gateways exchange
only signals that can be processed by the receive gateway. This requires that
both gateways agree on common formats for the number of audio, visual, and
data streams on which they can simultaneously send and receive. They must
also agree on the encoding and decoding mechanism to be used, whether
encryption is used, the type of encryption (if used), and so on.



Message Correlation -

Master-Slave Determination

Capability Exchange

The following figure shows a successful master slave determination and

capability exchange:

Gateway 1

MSD - Master-Slave betermination

Master-Slav

MSACcK - Master-Slave Acknowledge (GW2=Slave)

Determination| |(&—

MSDACK - Madger-Slave Acknowledge (GW1=Master)

Capability

I erminal Capability Set

Exchange

Ierminal Capabllity Set Acknowledge

Figure 6. H.245 - Master slave determination and capability exchange

As shown in the above figure, Gateway 1 sends a Master Slave Determination
message to Gateway2. Gateway2 compares its Gateway Type and Status

Determination Number field values with the values contained in the received
Master Slave Determination message and determines whether it is the master
or slave. This is communicated and confirmed via the Master Slave Acknowledge

message.

The following table shows the information necessary to identify messages that
belong to a particular protocol exchange.

H.245 Message

Identification Information
from previous messages

Message Information
For later message correlation

All Master Slave
Determination messages

H.225-Q.931 Connect message -
H.245Address* for each gateway

None

Gateway Capability Set © [.225-Q.931 Connect message - ® Sequence Number
H.245Address* for each gateway
ePrevious Gateway Capability Set
message Sequence Number +1
Gateway Capability Set * H.225-Q.931 Connect message -

Acknowledge and Reject

H.245Address* for each gateway
® Last Gateway Capability Set
message Sequence Number

None

*IP address and TCP port number




Problem ldentification -
Master-Slave Determination
and Capability Exchange

Establish Audio
Communication

The following problems may arise:

A) Master-Slave Determination (MSD) failed. This can be identified through the

following messages monitored on the link:

e One gateway receives MSDReject message received at another gateway site -
gateway Type and Status Determination Number values of both gateways are
the same and no master or slave can be determined.

e Initiating gateway generates MSDRelease message - initiating side has not
received a response from the other gateway within the time set for timer
T106.

B) Gateway Capability exchange failed. This can be identified through the

following messages monitored on the link:

¢ The initiating gateway receives a Gateway Capability Set Reject message
indicating the other gateway is incapable of handling the request. Causes are
identified in the Cause field of the message:

- An undefined table entry.
- The gateway was incapable of storing all description or table information
provided in the gateway Capability Set message.

e The initiating gateway sends a gateway Capability Set Release message
indicating that the initiating gateway did not receive a gateway Set
Acknowledge or gateway Capability Set Reject message in the time set in the
T101 timer since sending the gateway Capability Set message.

Further Information

More detailed information can be obtained form the ITU-T Recommendations:
e [1.323 - Chapter 6.2.8, 8.2, Annex A
e [1.245 - Chapters 5.1-2, 6., 7.1-2, 8.2-3, Appendix I1.2-3, Appendix, III.1

After the master and slave operation is determined and the capabilities are
exchanged, the logical channels can be established between the two gateways
to carry the audio and video streams. This procedure is also defined in H.245
and is called “open logical channels”.

One logical channel is opened for every individual audio and video stream.
Every request to open a logical channel contains a full description of the
content of the logical channel. This includes media type, algorithm used,
options, and all other information needed for the receiver to interpret the
content of the logical channel. This mechanism ensures that the gateway is
ready to receive and decode the data on this particular channel.

In our example, we set up unidirectional channels, which allows a different
number of channels to be established from gateway 1 to 2 than from 2 to 1. The
logical channel is opened and received from the transmitter side.



Message Correlation -
Establish Audio
Communication

Problem ldentification -
Establish Audio
Communication

The following figure shows a successful channel opening:

Gateway 1 Gateway 2
Open Logical Channel
Open Logical Channel Acknowledge
4 .
Open Logical Channel
Open Logical Channel Acknowledge
—>

Figure 7. H.245 - Open Logical Channel

The following table shows the information necessary to identify messages that
belong to a particular protocol exchange.

H.245 Message

Identification Information

Message Information

from previous m For later m ge correlation
Open Logical Channel H.225-Q.931 Connect message - ® Logical Channel Number
H.245Address* for gateway 2 e Session ID - RTP Session identifier
® Media Control Channel -
reverse RTCP transport Address*
® Transport Address* - RTP IP Address*
and UDP port number
Open Logical Channel * H.225-Q.931 Connect message -
Acknowledge H.245Address* for gateway 1
® OLC message - Logical Channel
Number

*IP address and TCP port number

The following problems may arise when establishing a logical channel:

A) Receiving gateway rejects opening of channel. This requires the gateway to
send an Open Logical Channel Reject message back to the initiator. The cause
field in the reject message indicates:
e Data type unknown, not supported or unavailable.
e Multicast channel not allowed.
e Insufficient bandwidth.

e Invalid session ID.

e Master slave conflict.

B) The initiating gateway sends a Close Logical Channel message to its peer
before receiving Open Logical Channel Acknowledge. In the case when the
initiating gateway does not receive the acknowledge message in time, the
gateway will release this call. The gateway timer H.245-T103 determines this

duration.




Audio Transmission

H.323 - Collision with Reality

About the Authors

Further Information

More detailed information can be obtained form the ITU-T Recommendations:
e [1.323 - Chapter H323: 6.2.8.2, 8.3, Annex A
e [1.245 - Chapters 5.3, 7.3, 8.4, Appendix I1.4, Appendix III.1

After all of the above steps audio packets can now be exchanged. Two

protocols are used for the exchange of audio:

e Audio data is send via RTP packets to the IP address and UDP port number
defined in the Open Logical Channel message.

e The quality of the audio received is communicated via RTCP, the RTP Control
Protocol. This allows the sending gateway to control an adaptive encoder. It
can also be used to indicate problems to the user. Unfortunately, not every
vendor is necessarily supporting RTCP generation.

RTCP packets are sent to the IP address and UDP port number defined in the
Open Logical Channel message. Another way to correlate the RTCP packet
stream with the RTP stream is via the SSRC (Synchronization Source) identifier
contained in both RTP and RTCP packets.

This description probably proved the point that H.323 is quite a complex
protocol. In our example, we just addressed simple connection and session
setup procedures, assuming that both implementations work compliant with
the ITU-T Recommendation. However in reality, implementations are rarely
fully compliant. The challenge then is to deal with problems such as hardcoded
UDP or TCP port numbers for certain protocol types, invalid RTP payload
types, or large call setup delay that exceeds internal timers and terminals the
connection before the setup is finished. These types of problems are difficult to
address in this paper, especially with all that could be implemented in a non-
compliant manner.

In this paper, we discussed how systems should behave based on H.323 and
how to identify the various messages that, in the correct order and coding, lead
to a successful connection setup. With this information at hand, it is possible to
identify non-compliant behavior and to explain why a connection setup failed.
Even if two non-compliant gateways are still able to setup a connection,
chances are that they will not necessarily interoperate with a gateway from a
different vendor. Protocol analyzers are important tools to examine H.323
signaling behavior and to identify problems that may arise.
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